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Terms and Conditions

This document, the Epiphan web site, and the information contained therein, including but not limited to the
text, videos and images as well as Epiphan System Inc.'s trademarks, trade names and logos are the property of
Epiphan Systems Inc. and its affiliates and licensors, and are protected from unauthorized copying and
dissemination by Canadian copyright law, United States copyright law, trademark law, international
conventions and other intellectual property laws.

Epiphan, Epiphan Systems, Epiphan Systems Inc., and Epiphan logos are trademarks or registered trademarks
of Epiphan Systems Inc., in certain countries. All Epiphan product names and logos are trademarks or
registered trademarks of Epiphan. All other company and product names and logos may be trademarks or
registered trademarks of their respective owners in certain countries.

Copyright © 2014 Epiphan Systems Inc. All Rights Reserved.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN
THE INFORMATION PACKET OR PRODUCT INSTALLATION SOFTWARE PACKAGE THAT SHIPPED WITH THE
PRODUCT AND ARE INCORPORATED HEREIN BY REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSES OR LIMITED WARRANTY, CONTACT YOUR EPIPHAN REPRESENTATIVE FOR A COPY.

PRODUCT DESCRIPTIONS AND SPECIFICATIONS REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT
TO CHANGE WITHOUT NOTICE. EPIPHAN PERIODICALLY ADDS OR UPDATES THE INFORMATION AND
DOCUMENTS ON ITS WEB SITE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION AND
RECOMMENDATIONS ARE BELIEVED TO BE ACCURATE AT TIME OF WRITING BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR
APPLICATION OF ANY PRODUCTS.

LIMITATION OF LIABILITY

UNDER NO CIRCUMSTANCES SHALL EPIPHAN BE LIABLE FOR ANY INCIDENTAL, SPECIAL, CONSEQUENTIAL,
EXEMPLARY OR OTHER INDIRECT DAMAGES THAT RESULT FROM THE USE OF, OR THE INABILITY TO USE, THIS
PRODUCT OR THE INFORMATION CONTAINED IN THIS DOCUMENT OR PROVIDED ON EPIPHAN'S WEB SITE,
EVEN IF EPIPHAN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL EPIPHAN'S
TOTAL LIABILITY TO YOU FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION RESULTING FROM YOUR USE
OF THIS PRODUCT, WHETHER IN CONTRACT, TORT (INCLUDING, BUT NOT LIMITED TO, NEGLIGENCE) OR
OTHERWISE, EXCEED THE AMOUNTS YOU PAID TO EPIPHAN DURING THE MOST RECENT THREE-MONTH
PERIOD IN CONNECTION WITH AMOUNTS WHICH YOU PAID FOR USING THIS PRODUCT.

INFORMATION AND DOCUMENTS, INCLUDING PRODUCT SPECIFICATIONS, PROVIDED IN THIS DOCUMENT OR
THE EPIPHAN WEB SITE ARE PROVIDED “AS IS”. SPECIFICALLY, BUT NOT WITHOUT LIMITATION, EPIPHAN DOES
NOT WARRANT THAT: (i) THE INFORMATION IS CORRECT, ACCURATE, RELIABLE OR COMPLETE; (ii) THE
FUNCTIONS CONTAINED ON THE EPIPHAN WEB SITE WILL BE UNINTERRUPTED OR ERROR-FREE; (iii) DEFECTS
WILL BE CORRECTED, OR (iv) THIS WEB SITE OR THE SERVER(S) THAT MAKES IT AVAILABLE ARE FREE OF
VIRUSES OR OTHER HARMFUL COMPONENTS. EPIPHAN SPECIFICALLY DISCLAIMS ALL REPRESENTATIONS,
WARRANTIES, AND CONDITIONS, EITHER EXPRESS, IMPLIED, STATUTORY, BY USAGE OF TRADE OR OTHERWISE
INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
TITLE, SATISFACTORY QUALITY OR FITNESS FOR A PARTICULAR PURPOSE.

For additional terms and conditions, please refer to additional sections in this document.




Thank You for Choosing Epiphan!

At Epiphan Systems Inc. ("Epiphan”), product function and quality are our top priority. We make every effort to
make sure that our products exceed your expectations.

Product Feedback

Your feedback is important! We regularly contact our customers to ensure our products meet your
performance and reliability requirements. We strive to continually enhance our products to accommodate your
needs. Please let us know how you think we can improve our products by emailing your suggestions to
info@epiphan.com.

Specifications

Go to the Recorders page of the Epiphan website to get the most recent product specifications and additional
information about the VGADVI Recorder.

Warranty

All Epiphan Systems products are provided with a 100% return to depot warranty for one year from the date of
purchase.

Technical Support

Epiphan’s products are backed by our professional support team. If you are having issues with your product,
please gather details about your system and contact our team by:

o Emailing support@epiphan.com

« Live chat via the link on our support site http://www.epiphan.com/support/

o Phone toll free at 1-877-599-6581 or call +1-613-599-6581
Be sure to include as much information about your problem as possible. Including:
o Problem description
« Details of the video or audio source (type, connection, resolution, refresh rate, etc.)
o Product serial number
o Product firmware version (if applicable, from web admin interface)

o Product LED lights

Copyright © 2014 Epiphan Systems Inc. All Rights Reserved.
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What's New in Release 3.12.0

The following features were introduced or in some cases enhanced in release 3.12.0. For a description of new and
changed features in previous releases refer to Releases and Features .

New Streaming Features

RTMP live streaming

Your can now stream live video to a content delivery network using Real Time Messaging Protocol (RTMP). In addition
to providing high performance streaming of audio and video, when you stream your content using RTMP, you reduce
system resource usage as well as enhance your viewer's experience.

When setting your CDN, you now have a choice between streaming with RTSP announcement or RTMP push. Both
RTSP and RTMP can be used for live streaming, however not all CDNs or media servers support both formats.

See Stream content using HTTP or RTSP.

SAP Announce

Your allows you to advertise your stream over a local network using SAP Announce. To use this feature, your stream
must be setup to use UDP streaming. Local viewers can view the stream using a software or hardware media player.
Viewers are presented with a list of available channels, similar to a television listing. Viewers need only click on a stream
or channel and the video is streamed to their desktop, mobile or tablet.

See Stream content using multicast streaming.

See Add a customized background to a multi-view channel.
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Welcome

Welcome, and thank you for buying Epiphan’s VGADVI Recorder™. This guide will help you configure your new system.

To get started, review the VGADVI Recorder Overview and What's in the Box? sections. Next, a Quick Start guide walks
you through the basic steps to get a single video (and optional audio) source configured as a streamable, recordable
output from the VGADVI Recorder.

Following the quick start section, a set of task-based procedures help you to tweak the system exactly how you want it.
These procedures are broken into seven categories: Setup, Sources, Channels, Stream, Record, View, and Maintenance.

About this Guide

Big Picture
Setup
Sources

Channels

Maintenance [
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Connect to web admin
Configure network
User admin

Connect
Configure
Confirm

Create layout
Setup stream
Fine tune

Choose streaming option
Configure

Record streams
Download recordings

Viewing options
Play in a browser
Play from a media player

Tablet interface
Update firmware
Backup and restore

Warnings are depicted as follows.

Tips and Notes are depicted as follows.




Throughout this guide there are situations where more than one solution will complete a task. In those cases the
guide describes the simplest or most common variation first.



VGADVI Recorder Overview

VGADVI Recorder is a small, silent, portable video recording and video streaming device that captures and streams
audio, SD video sources like camera feeds, and HD video sources such as computer monitors, RADAR displays, or
ultrasound machines. You can use it to capture, record, and stream one input or both inputs simultaneously as
synchronized time-stamped streams or a picture-in-picture stream. The stream can be viewed a number of ways
through media players, browsers, or on mobile devices. Recorded files can be downloaded via FTP or set to
automatically upload via FTP, RSYNC, or CIFS.

Q\ Audio =

—VGMDWHDM|—-q|
— S-¥ideo
===: Composite Video
-y

The following table describes the storage capacity and types of inputs support by the VGADVI Recorder.

FTP Repository

web Internet
Access

Table 1 Inputs and Storage specifications for VGADVI Recorder

DVI-1 DVI-I

S-Vid Audi St
(single link)  (dual link) 1680 el orage

VGADVI Recorder

1 - 1 1 32GB




What's in the Box?

The following is included in the VGADVI Recorder box:
The VGADVI Recorder device
. One "Big Red Button"
. One VGA to DVI-I cable

1.

2

3

4. One HDMI to DVI-I adapter

5. One DVI-I to DVI-I cable

6. One composite to S-Video cable
7. One Ethernet cable

8. One Power over Ethernet injector

Table 2 Description of Included Cables (Images are for cable type identification, actual cable appearance may vary.)

Image Name Description
Big Red Button Starts and Stops recording when connected to the
. device.
" ‘ DVI-I Dual Link cable Connects a DVI source to the system'’s DVI port(s).
; ’ VGA to DVI cable Connects a VGA source to the system’s DVI port(s).
o
HDMI to DVI adapter Connects an HDMI source to the system’s DVI port(s).
. Connects a composite output from an analog sources to
Composite to S-Video cable , p P d
the system'’s S-Video port(s).

RJ-45 Ethernet cable Connects the system to your network.




Power over Ethernet injector

Description

Injects power over an Ethernet cable. Used to power the
device when the network connection is not powered.

VGADVI Recorder Overview

The VGADVI Recorder is suitable for setting on a desktop, shelf or podium. It's small size (202mm x 105mm x 35mm
(7.95" x4.13" x 1.38") provides the user with the flexibility of having it within arm’s reach, yet remain inconspicuous. For
ease of use all input connections are accessible from the front panel and LEDs are displayed on the front panel. The
back panel provides connections for output devices and power.

Front Panel

This section describes the front panel connectors and indicators.

Table 3 VGADVI Recorder Front Panel Descriptions

Label

Name

Description

Reset button

Resets the VGADVI Recorder back to its factory configuration defaults.

To ensure the device is not accidentally reset, a special sequence is required.
See Restoring Factory Configuration.

Record Stop/Start toggle

Toggles the recording on/off.




Label Name

. Status LEDs

Description

Three LEDs on the front panel indicate the following VGADVI Recorder
status:

Solid blue LED indicates device is starting up or indicates a recording error
during a recording session.

Solid green LED indicates the device is ready to capture images.
Flashing green LED indicates files are copied to an external USB drive.
Flashing blue LED indicates:

« avideo signal test is in progress;

« systemtuning, or

o VGADVI Recorder is recording received images.

Note: If the periodic disk check function occurs during start up, it may take
up to 20 minutes to power up the device. During this time the blue LED is
flashes (two intermittent flashes) and the green LED flashes. See Storage
Disk Maintenance for more information.

. USB port

Connect to one of the following devices:
« big red button for recording control
« external HDD
o USB flash drive
« mouse to start and stop recording

o RS-232serial port for remote control

Note: Using more than one USB device may impact system performance.

. DVI-I input port

Connect to one of the following sources:
o DVIinput, use the DVI to DVI cable (included)
o VGA input, use the VGA to DVI adapter (included)

o HDMI input, (for non-copy protected content), use the HDMI to DVI
adapter (included)

. AudioIn

Connect to an audio input source.

Back Panel

This section describes the back panel connectors and indicators.




(1)

Table 4 VGADVI Recorder Back Panel Descriptions

Label

Name

Audio Out

Description

Connect to audio equipment, such as headphones or speakers, to confirm
the audio stream is captured.

DVI Out

Connect to video equipment, such as a monitor or projector to confirm the
video stream is captured.

Connect one of the following sources:
DVI output, use the DVI to DVI cable (included)
VGA output, use the VGA to DVI cable (included)

Note: This connection can convert a VGA input signal to DVI output signal.
To confirm the video stream from an s-Video port, refer to Configure
channels.

USB

Connect to one of the following devices:
« big red button for recording control
« external HDD
o USB flash drive
« mouse to start and stop recording

o RS-232serial port for remote control

Note: Using more than one USB device may impact system performance.

RJ-45

Attach the provided RJ-45 cable and connect to a powered Ethernet port.
The port is auto-sensing and supports negotiations at 10/100 speeds.

Power over Ethernet is used to power VGADVI Recorder. If the network
connection does not provide power, use the provided power over Ethernet
injector to power the device.




Quick Start

This section helps you get up and running quickly with your VGADVI Recorder:
o Step 1: Physical setup and power on
o Step 2: Confirm signals from input sources
« Step 3: Admin discovery and login
« Step 4: Setup the video source
o Step 5: Configure the channel
« Step 6: Record the stream
Before you get started, make sure you have:
« an HD source (i.e. a computer, a tablet, or a phone)
« theappropriate cables or adapters to convert the output to DVI (if needed)

« optionally, an audio source such as a microphone or the headphone jack from a laptop (note that the audio
signal sent over HDMI cables is not supported)

« ideally, a network with Dynamic Host Configuration Protocol (DHCP)

« acomputer with a web browser connected to the same network (this is referred to as the “admin” computer in
the steps below)

Step 1. Physical setup and power on

Complete the following steps to prepare and power on the system. Refer to the Front and Back Panel View section for
your system to locate the appropriate ports.

1. Turn on your HD source and connect the output cable to the DVI-I input port on the front of the device.
2. (optional) Attach a 3.5 mm audio cable from your audio source to the system’s audio input port.
3. Ifyour network connection provides power over Ethernet:
a. Connect the Ethernet cable to the system.
b. Connect the Ethernet cable to your network.
If your network connection does not provide power over Ethernet:
a. Connect the PoE injector into a grounded AC power source.

b. Connect an Ethernet cable from the Ethernet switch port on your network to the RJ-45 connector
(labeled In) on the PoE injector.

¢. Connect an Ethernet cable from the RJ-45 connector (labeled Out) from the PoE injector to the RJ-45
Ethernet port on the back panel of the VGADVI Recorder.



4. Wait for the system to complete the power up sequence. The green power LED is illuminated when boot up is
complete.

Step 2: Confirm signals from input sources

Once the VGADVI Recorder is powered up, you can confirm that signals from input sources are received by the device.

1. Toensure an input source is properly connected to the DVI input port, connect a monitor to the DVI output
port on the VGADVI Recorder.

2. View the monitor to confirm a signal is sent to the DVI input port.

3. To confirm high quality data is captured from an S-video input source, connect the source to an S-video or
composite receiver, such as a TV or monitor before connecting to the VGADVI Recorder and confirm that a high
quality signal is generated.

4. Toensure an audio signal is sent to the VGADVI Recorder, connect a speaker or headset to the audio output
port and listen to the captured audio.

Now you are ready to capture, record and stream.

Step 3: Admin discovery and login

The VGADVI Recorder is managed from a web interface. This interface acts as a configuration utility and system
monitor. The first time you access the web interface you may not know the IP address of the device.

The steps below use DNS-based service discovery (a type of zero-configuration networking) to access the device.
Depending on the operating system on your admin computer you may need to install some software before you can
use DNS-based discovery.

Table 5 Installing Bonjour Print Services

System Action Needed

Microsoft Windows | You must install Bonjour Print Services:

1. Use the following URL - http://support.apple.com/kb/DL999
2. Click Download.

3. Follow the system prompts to download and install the application.

Mac OS X The Bonjour software used for service discovery is built into the Mac OS. No special actions are
needed.
Linux The Avahiimplementation used for DNS-based discovery is shipped with most Linux

distributions. If necessary, check with your administrator to ensure you have the Avahi
package installed.

“~| This quick start is meant for systems that support DHCP and DNS, however if your system does not support
either protocol, refer to Connect to the Admin Interface for other discovery methods. Return here when
prompted for the web interface user name and password.



http://support.apple.com/kb/DL999

You are able to access the system's web interface on the local network by specifying its serial number in a web browser
on your admin computer.

1. Find the system'’s serial number. It is printed on a sticker on the back of the device.

2. Type the following string into the address bar of your web browser on your admin computer and press Enter.
(<serial> is the serial number of your VGADVI Recorder):

http://<serial>.local/admin
For example: http://3D24A1.local/admin

3. Enter the user name and password then click OK. The administrative user is ‘admin’. Initially no password is set.
To set a password follow the procedure outlined in Setting and Changing User Passwords.

L i x |
Authentication Required

The server http://95dd40d5.local:a0 requires a username and
password, The server says: Administrator,

User Mame: ||

Password:

Log In Cancel

4. Optionally, navigate to the Network link under the Configuration heading and note the IP address of the
system.

Step 4: Setup the video source

When a source device, such as a camera or tablet is connected to an input port, the VGADVI Recorder automatically
recognizes the source and adds the source to the Stream Setup menu in the Web Interface.

1. Fromthe web interface, click on the Info page; the info page opens displaying the live stream and the stream
URL. This is the link you can share with your viewer to view the live broadcast.

Source setup is complete. The system automatically detected and adjusted the image capture settings at start up and
will continue to adjust every 60 seconds during operation (interval is configurable). The system’s goal is to produce the
best quality captured image given the source equipment used. Generally no further configuration tweaks are needed.

Step 5: Configure the channel

Now that you confirmed the system detected your source and you are satisfied with the captured image, it's time to
configure a channel to share the captured image with your streaming users and prepare the source for recording.

Review and configure the channel:



From the web interface, click Stream Setup. The Steam Setup page opens displaying configuration settings for
DVI and S-Video channels.

No need to change anything right now. Review some of the default settings. The four most useful settings to
know about are codec, frame size, frame rate and bitrate.

a. The codecis set to H.264 by default.

b. The frame size should reflect the resolution provided by your source. You can set it to something different
by typing in the fields or selecting an option from the different sizes shown. Scaling the image (making it
larger, smaller, or different aspect ratio) takes some processing power, so it's always best to leave this at
the value detected by the system unless you know it is wrong or know you need to scale the size.

c. The frame rate limit is set to 30. This means the system won't spend extra computing time to attempt to
receive more than 30 frames per second. For perspective, NTSC TV signals use 24 frames per second and
most hand-drawn animations show only 12 unique frames per second.

d. The bitrate is automatically calculated based on the resolution of the input signal. Raising this value uses
more system processing power and more bandwidth.

You may now optionally add audio to your channel:

3.

4.
5.

Scroll to the bottom of the Stream Setup page and ensure the Enable audio checkbox is enabled (enabled by
default) for the audio source to which you connected your 3.5 mm audio cable.

Leave the default PCM 22KHz format and audio bitrate.

Click Apply.

Your stream setup is complete. Since most of the steps are pre-configured; you are up and running with a stream very
quickly. You can share the live broadcast link with your viewers on your local area network (LAN). Depending on your
internet connection and upstream bandwidth, you may need to adjust the video bitrate down before sharing over the
internet.

Step 6: Record the stream

The device is set up and streaming. This may be all you need, but if you like, you can also record the stream.

To record the stream:

1

From the web interface, click the red Start button at the top of the menu; the text at the top of the screen
changes to indicate the recording is starting, then indicates the length of time since the recording started.

Click the black Stop button; the recorder stops.

To view the result, click Recorded Files; the recorded files page loads and a file list appears that displays your
newly recorded stream snippet.

Click the file name to download and view your recording.

What's Next?

Now that you have a source setup and ready to stream, you can fine-tune the system to your exact requirements. You
can look at topics such as:

« Customize your channel

» Streamyour video



« File and Recording Transfer

e User Administration

When you have completed system tuning, make sure to back up the device configuration using the procedure
described in:

» Save and Restore Device Configuration

Refer to the table of contents for a complete list of the topics covered.



VGADVI Recorder User Guide PART 1: Setup @

PART 1: Setup

If you followed through the quick start guide, you already have a basic configuration and possibly a recording
of an input. Before you tweak the channel this part of the manual helps you to get your VGADVI Recorder
properly configured for your network.

( Big Picture

@ Setup

Sources

Connect to web admin
Configure network
User admin

N

Channels
Stream
Record
View

Maintenance

€

Topics covered:
» Connect to the Admin Interface
« User Administration
« Configure Network Settings
« Configure Date and Time

« Restrict Viewers by IP Address
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VGADVI Recorder User Guide 1-1 Connect to the Admin Interface &

1-1 Connect to the Admin Interface

The VGADVI Recorder is managed from a web interface. If you know the IP address of the device you may type it
into the address bar of your web browser.

[ http://<IP Address of the VGADVI Recorder>/admin

The first time you access the web interface you may not know the IP address of the device. The VGADVI
Recorder supports a number of ways to determine the IP address.

This section covers two discovery methods that work with networks that support Dynamic Host Configuration
Protocol (DHCP) and a method that works for networks that do not support DHCP.

For networks with DHCP use one of the following procedures:
« Connect via DNS-based Service Discovery
« Connect via the Epiphan Discovery Utility

For networks without DHCP, use the following procedure:

o Connect via Persistent Static IP Address

{ You can also connect to a reduced Operator tablet interface. See Connect to the tablet interface }

Connect via DNS-based Service Discovery

The VGADVI Recorder uses DNS-based messages to advertise details about itself, including its domain name.
With a compatible utility installed on your computer, you can access the device simply by typing its serial
number and the suffix ".local” into the address bar of your browser.

To ensure you have compatible software, refer to the following table.

Table 6 Installing Bonjour Print Services

System Action Needed

Microsoft Windows | You must install Bonjour Print Services:

1. Use the following URL - http://support.apple.com/kb/DL999

2. Click Download.

3. Follow the system prompts to download and install the application.
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System Action Needed

Mac OS X The Bonjour software used for service discovery is built into the Mac OS. No special
actions are needed.

Linux The Avahi implementation used for DNS-based discovery is shipped with most Linux
distributions. If necessary, check with your administrator to ensure you have the Avahi
package installed.

To access the VGADVI Recorder web interface via DNS service discovery:
1. Find the system'’s serial number. It is printed on a sticker on the back of the unit.

2. Type the following string into the address bar of your web browser on your admin computer (where
<serial> is the serial number of your VGADVI Recorder):

http://<serial>.local/admin
For example: http://95dd40d5.local/admin

3. Enter the user name and password then click OK. The administrative user is ‘admin’. Initially no

password is set. To set a password follow the procedure outlined in Setting and Changing User
Passwords.

Authentication Required

The server http://95dd40d5.local:80 requires a username and
password. The server says: Administrator,

User Mame: ||

Paszzword:

| Leg In || Cancel |

4. Optionally, navigate to the Network link under the Configuration heading and note the IP address of
the system.
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Connect via the Epiphan Discovery Utility

Epiphan provides a utility for discovering Epiphan devices on your network. The Epiphan network discovery
utility is a 32-bit Windows executable that works on most 32-bit and 64-bit Windows operating systems.
Download and install the utility via the download link on this web page:
http://www.epiphan.com/products/broadcasting/resources.

To access the VGADVI Recorder web interface via the Epiphan discovery utility:
1. Launch the discovery utility.

2. Click Search to find all the Epiphan devices on the network; a list similar to the following appears.

e e I o

File Device View Help

Stream preview

VGA Recorder Pro [REC35DDA40D5]
D5

@ No signal

Stream properties

Mame:  VGA Recorder Pro [RECS5SDD40D5]
Address:  192.168.1.164

Password:

Search ad\ranced..z Web config... | )

3. If more than one device appears, select the one you wish to configure by matching the serial number
listed with the serial number marked on the back of the device.

4. Optionally, note the IP Address shown in the stream properties. Use this for quicker access to the device
on future configuration sessions.

5. Click the Web config button; your browser will open and point to the web interface page.

http://<IP Address of the VGADVI Recorder>/admin

6. Enter the user name and password then click OK. The administrative user is ‘admin’. Initially no
password is set. To set a password follow the procedure outlined in User Administration.
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@ A username and password are being requested by http://192,168.1.163. The site says:
"Administrator”

User Name:

Password:

ok || concel |

Connect via Persistent Static IP Address

This section discusses how to directly connect to the VGADVI Recorder using the factory default persistent
network settings. Use this method if your network does not have a DHCP server or if you prefer to connect
directly to the device for initial configuration.

The VGADVI Recorder is pre-configured with the following static address defaults:

« IP Address: 192.168.255.250
« Netmask: 255.255.255.252
e User Name: admin

« Password: your admin password (by default set to no password)

To access the VGADVI Recorder web interface via the persistent static IP address:

1.

Record the network settings of the workstation being used to connect to the VGADVI Recorder so that
they can be restored later.

Temporarily change the network configuration on the workstation to the following:
a. Use StaticIP assignment
b. IPaddress: 192.168.255.249
c. Subnet mask: 255.255.255.252

Establish an Ethernet connection between the VGADVI Recorder and the workstation by one of the
following methods:

a. Connect the device to a local Ethernet network shared with the workstation.

b. Connect the device directly to the workstation’s Ethernet port using either a regular or a
crossover Ethernet cable.

Start a web browser on the workstation and browse to: http://192.168.255.250/admin/

Log in as the administrator user with the user name admin and the admin password (by default there is
no password); the web interface page opens.

Click the Networking link in the Configuration menu.
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7. Select the radio button to use a static address and configure the device with a static [P address and

network settings relevant to the network being used. For specific details about the settings presented,
see Configure Network Settings.

8. Restore the previously saved network configurations on the workstation.
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1-2 User Administration

The VGADVI Recorder has three configured users:
o admin
e Operator
o viewer

By default, none of these users have passwords. For security purposes you should add passwords to the admin
and operator accounts.

This section describes the following user administration topics:
« Understanding User Privileges
« Setting and Changing User Passwords
« Removing User Passwords
o Overcoming Lost Passwords

« Changing the logged-in user

Understanding User Privileges

The VGADVI Recorder has three users: admin, operator and viewer. The user account names cannot be
changed and the accounts cannot be disabled. By default, none of the accounts have passwords.

Admin

The admin account is the main operator used for all device configuration. This user has access to all options in
the web interface.

Operator

The operator account is a subclass of the admin account. The operator can log in and view all configuration
items but may only make changes to a small number of options. This account is intended for an operator to
start and stop recordings, download recordings, or perform network diagnostics.

Viewer

The viewer account is for all end-users who are permitted to view the streamed channels. By default, when
there is no password, users are not prompted for a username and password when viewing a channel. A
username and password prompt appears when there is a viewer password set.
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Current User

When logged in to the web interface, the current username is displayed at the top right corner of the screen.

/2 epiphan

User Privileges

The following table outlines the privileges for each user:

Table 7 User Privileges in the Web Interface

Action or Menu Option viewer operator
View channel output v v v
Channel Operations
View Channel Configuration v v
Configure Stream Channel v
Publish a Stream v
Configure Stream Branding v
Start the Stream Recorder v v
Stop the Stream Recorder v v
View Recorded Files List v v
Download Recorded Files v v
Delete Recorded Files v v
System Configuration Operations
View System Configuration v v
Configure Automatic File Upload v
Select External USB Drive Behavior v
Configure FTP Server v
Configure UPnP Sharing v
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Action or Menu Option viewer operator
Configure Network Address v
Configure USB Tethering 4
Perform Network Diagnostics v v
Configure Date and Time preferences v
Set or Change User Passwords v
Configure Serial Port Flow Control v
Upload Branding Images v
Upload Branding Templates v
Select Branding Template v
Enable Remote Support v
Backup Device Configuration v
Restore Device Configuration v
Restore Factory Configuration v
Reboot Device (via Web Interface) 4
Configure Time Until Next Disk Check v
Perform Disk Check v
View Disk Information v v
Upgrade Firmware v
View System Information v v

Setting and Changing User Passwords

The VGADVI Recorder's three static users are: admin, operator and viewer.

None of the accounts have passwords assigned by default, but since both the admin and the operator user
have access to the web admin interface, you should always have a password for both admin and operator
accounts. Refer to your system administrator for your organization’s specific password requirements.
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Passwords are case sensitive and can use all alpha-numeric keys in the ASCII range. Your password can be up
to 255 characters long, but should not include any spaces.

If you lose the admin password, refer to the section Overcoming Lost Passwords.
To set a user password:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.

3. Select the Access passwords link in the Configuration menu; the password configuration page opens.

4. Highlight and delete the current password for your selected user (the password is currently masked as
dots).

5. Highlight and delete the confirmation password for the selected user.

6. Select the user's password field and type a new password for the user.

7. Select the user’s password confirmation field and confirm the new password.

8. Click Apply.

9. Ifyou were logged in as the user whose password you just changed, you are logged out and must log
back in with the new password. If you added or changed the viewer’s password, all viewer's stream will
pause until they log in with the new password.

If desired, you may specify multiple account passwords on the same page before clicking Apply.

Removing User Passwords

If you want to remove passwords for one or more user accounts, you may do so via the web interface. If you
don’t remember the admin password, refer to the section Overcoming Lost Passwords.
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To clear a user’s password:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.
3. Select the Access passwords link in the Configuration menu; the password configuration page opens.

4. Highlight and delete the current password for your selected user (the password is currently masked as
dots).

5. Highlight and delete the confirmation password for the selected user.

6. Click Apply.

7. Ifyou were logged in as the user whose password you just cleared, you are logged out and must log
back in without a password. If you cleared the viewer's password, all viewers' stream will pause until they
log in without a password.

Overcoming Lost Passwords

If you have lost the password for the operator or viewer account, you can log in to the web interface as admin
and reset the password using the procedure described in Setting and Changing User Passwords.

If you have lost the admin password you will need to reset the device to factory defaults, which resets to the
default blank admin password. See Restoring Factory Configuration.

After resetting to factory defaults, you can restore a configuration file with your known good configuration.
Remember to set user passwords after loading a configuration. Passwords are not saved in the configuration
file. See Save and Restore Device Configuration.

Changing the logged-in user

When you log in to the web interface as admin or operator, your browser remembers this configuration and
automatically logs you in as the same user when you go back to the site.
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Sometimes you need to change from operator to admin, or vice versa.

To change the logged-in user:
1. Exit your browser completely, or open a different browser (i.e. Internet Explorer, Chrome, and Safari are
different browsers).
2. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin

Interface.

3. You are prompted for a username and password.
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1-3 Configure Network Settings

By default the VGADVI Recorder uses DHCP to obtain an IP Address via an Ethernet-based network. If you want
to change the network settings, or if you're having network-related issues, this section covers the following
related topics:

Verify IP Address and MAC address
Configure a Static IP Address
Configure DHCP

Tether to a Mobile Network

Perform Network Diagnostics

Verify IP Address and MAC address

The web interface shows you the device's MAC address and current IP Address via the Network configuration

page.

To view settings on network configuration page:

1

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Select the Network link in the Configuration menu; the network configuration page opens.

Note the MAC address and Current IP address listed at the top of the page.

IP Configuration for ethO

MAC address is 00:55:56:55:52:5f

Current IP address is 192.168.1.208

Table 8 Network Information Fields

Description/Options

MAC Address A media access control address (MAC address) is a unique identifier for the

network interface. The value is read-only and cannot be changed. You may need
to share this value with your system administrator.
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Description/Options

Current IP Address Reflects the current internet protocol address (IP address) of the system. This
value is either obtained from the DHCP server (if using DHCP) or is the configured
static IP address. The VGADVI Recorder supports IPv4 addresses. It does not
support IPv6 addresses.

Configure a Static IP Address

Your network administrator may require you to use a static IP address for your VGADVI Broadcaster Pro.

To configure a static IP address:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.

3. Select the Network link in the Configuration menu; the network configuration page opens.

Use DHCP .

Use static address @
IP Address |152.153.1|:u.1
Metwork Mask |255.255.255.0

Default Gateway |

DMNS Server |

MTU Size I]_5|:||:|

4. Select the radio button use static address, if not already selected.

5. Enter the desired IP Address and Network Mask.

6. Enter the Default Gateway address. If you do not have a default gateway for your network, enter the
new static IP address of the VGADVI Recorder.
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7.

Enter the DNS Server address. If you do not have a DNS server, enter the new static IP address of the
device.

10.
11
12.
13.
14.

Change the MTU Size value only if needed. See the table below for information on maximum
transmission unit (MTU) values.

Click Apply to save the changes; the changes are saved and a message appears asking you to reboot.

Metwork: configuration settings updated.
New =ettings will be applied after reboot.

Select the Maintenance link under the Configuration menu; the maintenance page appears.
Click the Reboot Now button near the bottom of the page.

Wait for the system to reboot.

Open the Web interface using the new IP address.

Log as admin and reload the Networking page to verify all changes were applied.

The following table describes applicable fields when setting a static IP address.

Table 9 Static IP Address Fields

Label Description/Options

Use DHCP Select this radio button to dynamically obtain an IP address at boot up.

Use static address | Select this radio button to use the configured static IP address.

IP Address The internet protocol address (IP Address) to assign. This value is may be obtained

from your system administrator. The VGADVI Recorder supports IPv4 addresses. It
does not support IPv6 addresses.

Network Mask Also called the subnet mask, this value denotes a range of IP addresses. This value may

be obtained from your system administrator, determined from another computer on
the same subnet, or calculated using an online subnet calculator.
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Label

Description/Options

Default Gateway The network node that serves as an access point to the rest of the network. This value

cannot be blank. Specify the system’s IP address if you don't have a default gateway on
your network.

DNS Server The domain name system server (DNS server) translates human-readable hostnames

into corresponding IP addresses. Specify the system's IP address if you don't have a
DNS server on your network.

MTU Size The maximum transmission unit (MTU) specifies the maximum packet size for transfer

on the network. The default value is 1500, which is the largest value allowed by
Ethernet at the network layer. It's best if all nodes in your network use the same value,
so only change this value if you know other nodes use a different value.

Configure DHCP

Occasionally, such as when moving your system to a new network, your VGADVI Recorder must switch from
static IP address allocation to dynamic allocation via DHCP. You can accomplish this three ways:

» Usethe factory reset button to clear all your settings. See Restoring Factory Configuration.

« Load a configuration file that uses DHCP networking. See Load a saved device configuration.

« Changing the network settings. See the procedure below.

To configure use of DHCP for networking:

1.

vi & W N

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Select the Network link in the Configuration menu; the network configuration page opens.
Select the radio button use DHCP, if not already selected.

Change the MTU Size value only if needed. See the table below for information on maximum
transmission unit (MTU) values.

Click Apply to save the changes; the changes are saved and a message appears asking you to reboot.

Metwork configuration settings updated.
MNew settings will be applied after reboot.

28



VGADVI Recorder User Guide 1-3 Configure Network Settings

7. Select the Maintenance link under the Configuration menu; the maintenance page appears.
8. Click the Reboot Now button near the bottom of the page.
9. Wait for the system to reboot.

10. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

11. Log as admin and reload the Networking page to verify all changes were applied.
The following table describes the fields applicable when configuring DHCP on the VGADVI Recorder.

Table 10 DHCP Fields

Label Description/Options

Use DHCP Select this radio button to dynamically obtain an IP address at boot up.

Use static Use static address Select this radio button to use the configured static IP address.
address

MTU Size The maximum transmission unit (MTU) specifies the maximum packet size for transfer on

the network. The default value is 1500, which is the largest value allowed by Ethernet at the
network layer. It's best if all nodes in your network use the same value, so only change this
value if you know other nodes use a different value.

Tether to a Mobile Network

The VGADVI Recorder supports tethering to a mobile device via USB. This can work side-by-side with Ethernet
routing where one can be a back-up system for the other.

To configure tethering to a mobile network:
1. Configure the mobile device to allow tethering via USB.
2. Connect the mobile device to the VGADVI Recorder with a USB cable.

3. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.
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4. Login as admin.

5. Select the Network link in the Configuration menu; the network configuration page opens.

6. Click the dropdown box next to Use phone/tablet connection in the USB phone/tablet section; the
following choices appear:

Table 11 Mobile Tethering Options

Label Description/Options

Disabled

Specifies that no USB tethering is permitted.

No tethering

Specifies that USB tethering is available for connecting a mobile device as a
configuration utility (i.e use the web browser), but no mobile data is used.

Prefer ethernet

When chosen, the system tries to use the Ethernet network first. It switches to use
the mobile network (tethering) when the Ethernet network is no longer available.
To prevent viewer interruptions, mobile data will continue to be used until the
mobile network is down or publishing is restarted.

Prefer
tethering

When chosen, the system tries to use the mobile network (tethering) first. It
switches to use the Ethernet (hard-wired) when the mobile network is no longer
available. To prevent viewer interruptions, Ethernet data will continue to be used
until the Ethernet network is down or publishing is restarted.

Select this setting if you only have a mobile network.

7. Select your choice based on the table above.

8. Click Apply.

Perform Network Diagnostics

If your VGADVI Recorder has network trouble, you can perform basic network troubleshooting tasks from the
Network configuration page. In addition to providing the device's IP address and MAC address to your
network administrator (See Verify IP Address and MAC address), you can also ping an IP address or use
traceroute to determine the path taken to an address.

[ E Note: Not all networks support ping and traceroute.

To ping or traceroute an IP address:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin

Interface.

2. Login as admin.

3. Select the Network link in the Configuration menu; the network configuration page opens.
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Network Diagnostics

Address; ping || tracerocute

4. Click ping or traceroute; an animation appears to the left of the address to indicate processing is
underway.

5. Upon completion of the command, read the results from the console-like display is shown below the
Network Diagnostics setting.

Network Diagnostics

Address: |192.168.1.104 ping || traceroute

# ping —w 10 -c 4 "192.168.1.104"

DPING 152.168.1.104 (152_.168.1.104): 5& data bytes=

64 bytes from 132_168.1.104: - il time=1_00&

64 bytes 152 _168.1_104: - time=0_621

&4 bytes 192.16B8.1.104: : 2 8 time=0_70%

64 bytes from 132_168.1.104: - 3 time=0_656

—— 15%2_168.1.104 ping statistics ——=

4 packets transmitted, 4 packets received, 0% packet loss=

round—-trip min/avg/max = 0.6Z1/0.748/1_00&6 ms=
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1-4 Configure Date and Time

The VGADVI Recorder uses the current date and time in naming recorded files and when synchronizing and
timestamping inputs from multiple sources (i.e. when synchronizing an audio and a video source). The admin
interface lets you specify date and time settings to ensure they are correctly configured for your time zone and
your network. This section covers the following date and time-related topics:

« Verify Date and Time Settings
» Change the Time Zone
» Configure Synchronized Time (NTP, PTP v1, and RDATE)

« Manually Configure the Date and Time

Verify Date and Time Settings

The current date, time, time zone, and synchronized time protocol settings are shown when the Date and Time
configuration page is loaded in the VGADVI Recorder web interface.

To view settings on date and time configuration page:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.

3. Select the Date and Time link in the Configuration menu; the date and time configuration page opens
and the following information is displayed:
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@

Date and Time

Time Zone Canada/Eastern -

Enable time @
synchronization

Protocol NTE -

Server IP Address time.nrc.ca
Set time manually i

Date (yyyy-mm-dd) 2014-03-15

Time (hh:mm:ss) 12:54:13

RTC calibration:
(-31..4+31). Negative
numbers slow the clock up to
5 sec/day, positive numbers
speed up the clock up to 10
sec/day.

Apply

The date and time configuration page also indicates whether the device is currently using synchronized or
manually set time, and whether or not a local network time protocol (ntp) server is running.

The following table describes the date and time configuration fields.

Table 12 Date and Time Options

Label Description/Options

Time Zone

The currently selected time zone.

Enable time
synchronization

Whether or not a time synchronization protocol is being used for setting time. (If not
selected, time is set manually.)

Protocol

The time synchronization protocol.

Service IP Address

The time synchronization server address.

Set time manually

Whether or not time is set manually. (If time is not being set manually, a time
synchronization protocol is used.)
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Label Description/Options

Date The current date. (This is the current date even if the radio button Set time manually is
not selected.)
Time The current time. (This is the current time even if the radio button Set time manually is

not selected.)

Change the Time Zone

By default the device has the Canada/Eastern time zone set. Configuration of the time zone is necessary to
ensure synchronized time servers provide the correct time to the device.

To select another time zone:

1.

vi & W N

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Select the Date and Time link in the Configuration menu; the date and time configuration page opens.
Select the new time zone from the Time Zone drop down box.

Click Apply.

Configure Synchronized Time (NTP, PTP v1, and RDATE)

By default the VGADVI Recorder uses the network time protocol server (NTP server) protocol and the time
server from National Research Council Canada. You can continue to use this time server or configure a new
server that is more appropriate for your network and location. Your system administrator can provide the
correct time synchronization server settings.

To set the time synchronization method:

1.

v > W N

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Select the Date and Time link in the Configuration menu; the date and time configuration page opens.
Click the Enable time synchronization radio button if it is not already selected.

Choose one of the following choices from the Protocols drop down:
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Table 13 Synchronized Time Options

Label Description/Options

NTP Network Time Protocol (NTP) is used for clock synchronization over the internet.
There are many publicly available NTP servers you can use, or your company may
have its own NTP server. For more information about NTP and to find NTP servers,
refer to http://support.ntp.org/bin/view/Servers/WebHome.

RDATE RDATE is a tool for querying the current time from the network. It is generally
considered obsolete and has been replaced by NTP.

PTP v1 The Precision Time Protocol (PTP) is used for clock synchronization over the
internet. It has clock accuracy in the sub-microsecond range, making it more
granular than NTP.

6. Tailor the synchronization protocol with the required parameters as described below.

7. If NTP is selected:

a. Enter theIP address or server name for the NTP server in the Server IP Address field.

8. If RDATE is selected:
a. EntertheIP address or server name for the RDATE server in the Server IP Address field.
b. Select an update interval from the drop down box.

9. If PTP vl is selected:

a. Select the multicast address of PTP vl server from the PTP domain dropdown.

PTP Domain Description

Default PTP at multicast address 224.0.1.129
Alternative 1 PTP at multicast address 224.0.1.130
Alternative 2 PTP at multicast address 224.0.1.131
Alternative 3 PTP at multicast address 224.0.1.132

10. Click Apply.
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Manually Configure the Date and Time

By default the VGADVI Recorder uses NTP for time synchronization. If your system does not have access to a
time synchronization server, or if you do not wish to use one, you can choose to manually set the date and
time.

To manually set the date and time:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Select the Date and Time link in the Configuration menu; the date and time configuration page opens.
Type the desired date in the Date field. Use the format yyyy-mm-dd.

Type the desired time in the Time field. Use the format hh:mm:ss.

o vk~ w BN

Click Apply.
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1-5 Restrict Viewers by IP Address

The VGADVI Recorder permits you to restrict which computers can access broadcasts by building a list of
allowed and/or denied IP addresses.

If your viewer account has a password, your viewers must connect to the device from a computer (or gateway)
with a permitted IP address and must also supply the username and password before they can view the
broadcast.

To restrict access by IP address you need to know the IP addresses, or range of addresses for your viewers. By
default all IP addresses are allowed to connect to the broadcast.

If you're not familiar with creating allow/deny lists, refer to the examples below this procedure for assistance
with crafting your lists.

To restrict viewers by IP address:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.

. Select the Access passwords link in the Configuration menu; the password configuration page opens.

2
3
4. Type allowed IP addresses or address ranges in the Allow IP’s field. Separate addresses with a comma.
5. Type denied IP addresses or address ranges in the Deny IP’s field. Separate addresses with a comma.
6

. Click Apply.

If a user attempts to connect to the stream from a disallowed IP address, access is denied. If connecting by
internet browser, the message "IP address rejected." is displayed.

The following table describes the applicable fields.
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Table 14 IP Based Restriction Fields

Label Description/Options

Allow IP's Enter individual IP Addresses or IP Address ranges, separated by commas. To specify a
range, use a hyphen (-). Optional spaces improve readability.

Users connecting from addresses in this list are permitted to view broadcasts from the
device, provided their IP address is not in the Deny IP’s list.

To allow all (except IP addresses in the deny list, if any), leave the field blank.

You can use the Allow list by itself, or in conjunction with the DenyIP’s list as an exception
toarulein the allow list.

DenyIP's Enter individual IP Addresses or IP Address ranges, separated by commas. To specify a
range, use a hyphen (-). Optional spaces improve readability.

Users connecting from addresses in this list are not allowed to view broadcasts from the
device, unless their IP address is in the Allow IP's list. If a specific IP address is in both lists,
access to the streamis denied.

You can use the Deny list by itself, or in conjunction with the Allow IP’s list as an exception
toarulein the allow list.

Examples

Allow List with Distinct IP Addresses

The simplest allow/deny list is to use the list of known IP addresses to craft a list of allowed IP addresses. All
other addresses are denied access to the broadcast.

For example if your device is accessible on your local area network (LAN) and you want to make sure only the
CEO's specific desktop, laptop and tablet computers (with IP Addresses 192.168.1.50, 192.168.1.51, and
192.165.1.75, respectively) can connect to the broadcast, construct the following allow list:

Allow: 192.168.1.50, 192.168.1.51, 192.168.1.75

Allow List with a Range of IP Addresses

Sometimes you'll want a range of computer IP addresses to connect to your device. This may happen when you
have one range of IP addresses assigned to desktop computers (i.e. in the range 192.168.1.1 to 192.168.1.100)
and another range assigned to boardroom computers (i.e. the range 192.168.1.200 to 192.168.1.250). If you
only want the boardroom computers to connect to broadcasts from the device you can specify the range of
boardroom IP addresses rather than needing to type in each individual address. The allow list looks as follows:
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Allow: 192.168.1.200-192.168.1.250
Note that we could have specified two of the IP addresses in the previous example as a range.

Allow List with a Range of IP Addresses and One or More Specific IP
Addresses

Putting the first two examples together, we want to permit access to IP addresses in the range of boardroom
computers (192.168.1.200-192.168.1.250) and also want to add the desktop, laptop and tablet computers of the
CEO (IP addresses 192.168.1.50, 192.168.1.51, and 192.168.1.75, respectively). Note the first two IP addresses are
consecutive, so they can be added as a second range. Add these IP addresses to the list as follows:

Allow: 192.168.1.200-192.168.1.250, 192.168.1.50-192.168.1.51, 192.168.1.75

Your list can have multiple ranges and multiple distinct IP addresses, provided they are separated by commas.

Deny List with Distinct IP Addresses

Another simple allow/deny list is to use the list of known IP addresses to list specific denied IP addresses. All
other addresses are allowed access to the broadcast.

For example imagine your device is accessible on your local area network (LAN) and you want to allow any
computer on the LAN can access the stream except your publicly-accessible boardroom (with IP address
192.168.1.211). You can use the following deny list (leave the allow list empty) to permit all computers except
the boardroom computer:

Deny: 192.168.1.211

As with Allow lists, your deny list can specify a range of IP addresses, and can specify multiple ranges or distinct
IP addresses in a comma-separated list.

Allow List with a Range of IP Addresses, Distinct IP Addresses, and an
Exception

Building on the previous examples, consider the situation where you want the CEO’s computers (192.168.1.50,
192.168.1.51, 192.168.75) and all boardroom computers (192.168.1.200-192.168.1.250) to access the broadcast,
with the exception of the public boardroom computer (192.168.1.211). Use both allow and deny lists to create
the rule as follows:
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Allow: 192.168.1.200-192.168.1.250, 192.168.1.50-192.168.1.51, 192.168.1.75

Deny: 192.168.1.211
Both lists can have multiple ranges and multiple distinct IP addresses, provided they are separated by commas.

Deny List with a Range of IP Addresses

Converse to the previous examples, consider the situation where you want every computer on the network to
access the broadcast, with the exception of the CEO’s desktop, laptop, and tablet computers. Additionally,
boardroom computers should not be permitted with the exception of the cafeteria computer (IP address
192.168.1.222).

The deny list is an "exception” list for the allow list. So to craft the rule described above we need to allow all the
computers in the local subnet, then deny specific sub-ranges including two groups of boardroom computers
ensuring the cafeteria computer's IP address is not in the deny list:

Allow: 192.168.1.1-192.168.1.250

Deny: 192.168.1.200-192.168.1.221, 192.168.1.223-192.168.1.250, 192.168.1.50-192.168.1.51, 192.168.1.75
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PART 2: Sources

Now that you know how to connect to the admin interface, you are ready to configure your input sources. The
following sections provide an overview of the types of sources you can connect to your VGADVI Recorder and
how to configure each source.

f Big Picture

Setup

Connect
Sources Configure
Confirm

Channels
Stream
Record
View

Maintenance

The following topics are covered:
« Identify sources
« Configure a video source
« Configure an audio source

« Fine-tune source configuration
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2-1 Identify sources

A source can be an image, video, or audio from a camera, a computer screen or any device that provides a VGA,
DVI, HDMI, S-Video and audio signal output. Prior to powering up the VGADVI Recorder connect the input
sources to the following input ports on the device:

Table 15 Cable and port connections

Cable Input Port

connect VGA, HDMI or DVI (dual or single link, DVI port
depending on your device)

connect composite or S-video source S-Video port

connect audio Audio Input port

The web interface automatically discovers all input sources and displays them in the Stream Setup section of
the web admin interface.

When a source is connected, the system automatically detects and adjusts the image capture settings at start
up and continues to adjust every 60 seconds during operation (interval is configurable). The system’s goal is to

produce the best quality captured image given the source equipment used. Generally no further configuration
is needed.
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2-2 Configure a video source

To configure a source:

e

1

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin

Interface.

Login as admin.

Ensure a source is connected to the input port, see Table Configure a video source.

From the web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

Make fine adjustments if required, however in most cases the video is ready to view from a channel and

ready to stream.

Value Description

Use signal from

Specify the native color space of the signal source, either RGB or YUV. The
following values are available:

o VGA/DVIsignal (RGB) (this is the default setting)
o Component signal (YCrCb)

Interval between
VGA signal and

When a source is setup, the system automatically detects and adjusts the image
capture settings at start up and continues to adjust every 60 seconds during

autoadjustments | operation. To change the number of seconds between update, enter a value, or
(sec) 0 to disable the feature, otherwise the default of 60 seconds is set.
Vertical shift When an image is not aligned in the window, use this feature to move an image

up or down on the screen. The values range from 20 (moves the image up) to -
20 (moves the image down).

Horizontal shift

When an image is not aligned in the window, use this feature to move an image
left or right on the screen. The values range from -999 (moves the image to the
left) to 999 (moves the image to the right).

Phase

Specifies phase adjustments for VGA signals. Generally not used unless value is
provided by Epiphan support.
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Value Description

PLL adjustment

Changing the value adjusts the horizontal resolution of the image. Adjust the
value using small increments until the image is sharper. The value ranges from 0-
999 to 999.

Offset

The Offset and Gain parameters function as contrast control for an image. The
Offset controls the darker parts of the image and the gain controls the bright
parts of the image. Adjust both values to optimize image quality. Adjust the
values using small increments until the image is sharper. If you set Offset to a
high value, set a high value for the gain to balance the two.

Gain

The Gain and Offset parameters function as contrast control for an image. The
Gain controls the bright parts of the image and Offset controls the darker parts
of the image. Adjust both values to optimize image quality. Adjust the values
using small increments until the image is sharper. If you set Offset to a high
value, set a high value for the Gain to balance the two.

Aspect Ratio

Sets the aspect ratio of the captured image. The default is 4:3. Set the value to
Wide mode when capturing images that have a wide aspect ratio. Using the
incorrect setting causes the image to be distorted or stretched.

HSync threshold

Adjust horizontal sync detection.

VSync threshold

Adjust vertical sync detection.
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2-3 Configure an audio source

The VGADVI Recorder web interface automatically discovers all input sources and displays them in the Stream
Setup section of the web interface. Audio input devices such as a microphone and portable music players can
send audio signals to the VGADVI Recorder using the audio input port.

v

Use the following sections to configure the audio settings that control the audio input:
Add an audio source to a channel

Configure audio settings

Set audio volume

View audio signal strength

Add an audio source to a channel

To add an audio source to a channel:
1. Ensure an audio input source is connected to the device.

2. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
From the web interface, click Stream Setup; the Stream setup page opens.
Scroll to the Audio Settings section.

Click Enable audio.

Click Apply.

© N o vk~ W

To select an audio codec for an audio stream, see Fine-tune channel configuration.

Configure audio settings

To configure audio settings:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.
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3. Fromthe web interface, scroll to the channel section and click the channel to which you want to
configure audio settings; the menu expands.

4. Click Stream Setup; the Stream setup configuration page opens.

5. Scroll to Audio settings.

Audio settings

W] Enable audio

Audio format:  [MP3 22 kHz w

Audio channels:
Audio bitrate:

Apply

6. Check Enable audio check box.

7. Ifthe default audio format (PCM 22KHz) is not desired, click the Audio format drop-down menu to elect
an audio codec. See Fine-tune channel configuration for help choosing one of the supported audio
codecs.

8. Click on the Audio channels drop-down menu to choose mono (1 channel) or stereo (2 channels).

9. Click on the Audio bitrate drop-down menu to choose the audio transmission speed. Increasing this
value produces better sound quality but uses more system processing power and bandwidth.

10. Click Apply.

Set audio volume

To set audio volume (not this is done on the encoder, and not the VGA Grid):
1. Ensure an audio input source is connected to an audio input port.

2. Connect to the admin interface using your preferred connection method. See Connect to the Admin
Interface.

3. Login as admin.
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4. Fromthe web interface, scroll to the Configuration section.

5. Click Audio; the following window opens.

Audio Configuration

Input Source
Input Amplifier Volume

L] Microphone 20dB boost

6. Select the Input source from the drop-down menu. Choose Line (default setting), to capture system
audio, or choose Mic to capture audio from a microphone connected to the audio input port.

7. Click on the Input Amplifier volume drop-down menu. A list of percentages is displayed. Choose to
amplify the volume by a percentage of the original volume. The default setting is 30%. Decrease the
percentage if the output volume is too loud. Increase the percentage if the output volume is not loud
enough.

.
[ I,r'l Adjusting the Input Amplifier volume adjusts the output audio as well.

8. Enable Microphone 20dB boost to provide additional amplification for the microphone inputs.

9. Click Apply.

View audio signal strength

An audio meter indicates the signal strength of an audio source. If the signal is weak you may experience
volume quality issues. You can adjust the output volume on the audio source and/or adjust the capture
volume, see Set audio volume.

To view audio signal strength when an audio source is connected to the device:

1. Ensure an audio input source is connected to an audio input port.

2. Connect to the admin interface using your preferred connection method. See Connect to the Admin
Interface.

3. Login as admin or operator.

4. Fromthe web interface, click Info menu option.
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5. Scroll to the Input section. The Audio meter is displayed.

Inputs

OVI/VGA: 1920x1080@&0 [details] [screenshot]

Audio: _||II

6. View the strength of the audio signal. The following example shows an audio input with a strong signal.

5-Video: Mo signal
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2-4 Fine-tune source configuration

In addition to fine tuning channel settings such as frame rate, resolution and bit rate to ensure optimal use of
resources while streaming a quality video, there may be circumstance when you must fine tune the video input
source.

Video is not centered on the screen

The image from the source is displayed too high or low, or too far to the left or right.

1

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.

From the web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

To move the video horizontally to the left or right, scroll to Horizontal shift .

Enter incremental values to shift the video image to the left (use a negative value) or right (use a positive
value).

Vertical =hift: , from —20 ({down) to +20 (up)

Horizontal shift: o |, from —999 (left) to +999 (right)

Click Apply. View the output by clicking on the Snapshot link in the Info window. You may need to make
further adjustments to move the video left or right.
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10.

[« Configuration | Frame Grabber analyzes incoming VGA signal with specified time interval. Valid values are from 0-8599 secands (0 - disables periodic signal analysis).
» Stream Setup vertical shift i ]
» publish Stream From -20 to 20, Fositive value shifts image up, negative valus shifts image down.
o Stream Branding Horizontal shift s00 ]
= Frame Grabber From -89 to §99. Fositive value shifts image left, negative value shifts image right.
) audio Phase ]
From 0 to 31
PLL adjustment ]
From -999 to 999. Changes number of the pixels in the line.

o Automatic File Upload
1 External USB drive

| FTP Server
Offset ]
o upnP .
Y From 0 to 63. O - brighter, 63 - darker. Connections

) Network ;

Gain ] No active
From 0 to 255. 0 - brighter, 255 - darker.

Aspect ratio

) Date and Time

o Access passwords Inputs

o Button Actions OVI/VGR; 1520%2080860 [am

! Serial port HSync threshold ]
o Branding From 0 to 255. Adjusts herizontal sync detection.

5 Maintenance )

VSync threshold ]
From 0 to 255. Adjusts vertical sync detection.

view changes on the Info page

' Disk check
o Firmware Upgrade
a Info

Jedio:

Hardware

Click Apply after each change to confirm the results.
To move the video up or down, scroll to Vertical shift .

Enter incremental values to shift the video image down (use a negative value) or up (use a positive
value).

Click Apply.View the output by clicking on the Snapshot link in the Info window. You may need to make
further adjustments to move the video up or down.

Video is too bright, too dark or washed out

If the video from the source is too light, too dark or washed out, use the offset and gain controls together to
optimize image quality. Increasing the gain amplifies weak signals but also increases noise, you must balance
offset and gain values to achieve the best quality image.

Adjust these settings by the smallest values possible; compensate for a large change to one by making a large
change to the other. Setting both offset and gain to high values can result in poor video quality.

1.

w

N o vk

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.

From the web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

Scroll to Gain.
Enter a small value, for example 1 to 25 in the field to brighten the image.
Scroll to Offset.

Enter a small value, for example 1 to 15, to balance the gain setting . The Offset value behaves as a
contrast to the Gain value.
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8. Click Apply. View the output by clicking on the Snapshot link in the Info window. You may need to make
further adjustments to fine tune the brightness and contrast.

Video looks squished

The image is squeezed horizontally on the screen. This distortion occurs when there's a mismatch between the
aspect ratio the VGADVI Recorder detects and the aspect ratio that is sent from the source signal. To compare
the two signal values, you must know the aspect ratio that the source is sending.

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.

3. Fromthe web interface, click Info; the info window opens.

Stream info

Live broadcast: http:-//96377 local/fpreview.cgi

VGADVI: H.Ze€ _1%Z0x1030830 _J&_ 47 Mbps
Zeotual framerste: £5.

Audio: Linear PCM ZZkHz mono 353 kbps

Total: &€.8Z2 Mbps

BTS5F stream rtsp://3e377.local:554/stream.sdp
ASF stream http://36377.local:1BEl/stream.asf
Flash stream http://3€377.1locael:1B8Bl/stream.£lv

4. Compare the aspect ratio from the source with the aspect ratio from theVGADVI Recorder info window.
Confirm if there is a mismatch.

5. Ifthereis a mismatch, go to the stream setup for the channel and change the frame size to match the
frame size that is sent from the source. See Configure channels.

6. Ifthevideo is still squeezed horizontally on the screen, follow the steps below.

7. Fromthe web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

8. Scroll to the Aspect ratio setting.

9. Select Wide mode from the drop-down menu, when the source is wider than what is being displayed in
the preview or Live View.

10. Click Apply. View the output by clicking on the Snapshot link in the Info window.
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Remove the combing effect on images

When frames are interlaced, artifacts from one frame may appear on the next frame. This occurs when a fast
motion video is interlaced. Since each frame is captured from a different point in time, the action captured in
one frame is carried over to the next frame. The result is a blurred image and horizontal lines running across
the video.

To convert an interlaced source signal to a non-interlaced signal.

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.

3. Fromthe web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

4. Enable the Enable deinterlace setting.

5. Click Apply. View the output by clicking on the Snapshot link in the Info window.

Force the video source to use a specific resolution

Extended display identification data (EDID) is data provided by a video display device (usually a monitor) to
describe its capabilities to a video source. The video source uses the EDID to determine the capabilities of the
monitor to determine the resolution, color depth and other settings that the monitor can support. EDID is
crucial for DVI sources but mostly ignored by VGA sources.

When you connect the VGADVI to a video source, the video source sees the device as a monitor. Just like a
monitor, the VGADVI contains the EDID that is used by the video source to determine the video signal to send.

Upload a new EDID

In most circumstances the factory installed default EDID, is sufficient. However, there may be some cases where
a video source uses resolutions that you do not want to use. In that case you can choose an EDID that forces
the video source to use a specific resolution.

The uploaded EDID is permanently installed on your VGADVI and will always share this EDID with the video
input source.

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

2. Login as admin.
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3. To download a new EDID file, go to Epiphan Downloads. The downloads page opens.
4. Click EDID; a page displaying a list of EDIDs opens.
5. Click on an EDID from the list. The file is saved to your downloads folder on your C: drive.
6. Fromthe web interface, click Frame Grabber from the Configuration menu; the Frame Grabber
Adjustments page opens.

7. Scrollto EDID upload.
8. Click Choose File. A browser page opens.
9. Browse to the location where the custom EDID file was saved and select the file.

10. Click open. The EDID is uploaded. An information dialog box appears.

11. Click OK. The browser window closes.
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PART 3: Channels

Channels organize and display content captured from DVI, VGA, HDMI, audio and camera input sources. A
channel can be set up to display the content from one input source, or may capture, stream and record
content from two input sources. You can identify your channel by adding a corporate logo, company
information, corporate color and time stamps.

Through channel configuration and fine tuning you can maximize your stream quality, minimize your
processing requirements and bandwidth and specify how the video is presented and streamed to a sharing
destination/viewer.

( Big Picture

Setup

Sources

Create layout

‘v' Channels Setup stream

Fine tune

Stream
Record
View

Maintenance

This section discusses the following topics related to channel configuration:
« Configure channels
o Fine-tune channel configuration

« Customize your channel
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3-1 Configure channels

Channels make your sources available for viewing and recording. You choose how you want to configure the
sources to make a channel.

This section covers the following topics for creating channels:
o Create a DVI channel
o Create a Video channel
« Enable and disable a channel
» Configure picture in picture or picture with picture layout

While configuring a channel, consider opening a live preview of the channel in another tab or browser window
so you can see the changes as they are applied. Right-click Live View and select open in a new window or
open in a new tab to start the preview.

Create a DVI channel

A single source channel displays the output from one source in one viewing screen. Follow the steps below to
create a DVI channel. In this section you can choose settings that maximize your stream quality, while
minimizing your processing requirements and bandwidth by adjusting frame rate, resolution and bit rate.

Procedures to select a codec for compression, add a time stamp to the stream, and select a layout when two
sources are configured are described in separate procedures.

To add a DVI channel:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Ensure a DVI input source is connected to the device.

From the side menu, scroll to the Channels section.

vi & W N

Click Stream Setup; the Stream setup page opens.
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» Configuration I

o Pubhsh Stream
o0 Stream Branding d
o Frame Grabber
2 Audio DVI channel
o Automatic File Upload
o External USB drive

[F] enhanced compatibility mode (h.264 slicing for RTP)

[ Enable DI channel

o FTP Server

o uPnP [Tl use current signal resolution as frame size

o Network o

o Date and Time Frame sZe: 1320 x 1080 | pirels 43— 640xa80 BOOXE00 1024768 IASTAERS 1280060 1600x1200
A Access passwords 16:0 — £40x360 1280%720 1600x900 1920x1080

o Button Actions

. 16:10 — 960x600 1280x300 1440x300 1680x1050 1920x1200
o Serial Port

Standards: — PAL PALwide NTSC NTSC wide

6. Scrollto the DVI Channel section.
7. Check the Enable DVI channel checkbox.

8. Ifyou're not sure what Codec to pick, keep the default, H.264. For help selecting a codec, refer to Fine-
tune channel configuration

9. Keep the default video encoding preset and video encoding profile for help selecting these values,
refer to Fine-tune channel configuration

10. Perform one of the following steps:

a. Check the Use current signal resolution as the frame size check box. Typically you want to
broadcast at the same frame size as the source.

b. Change the frame size, follow the steps below.

11. Set the Frame size to reflect the same dimensions as your source or as sharing destination. Default
values cover popular resolutions of cameras and display devices such as monitors or choose one of the
following:

a. Type a frame size in the field; or

b. Select an option from the sizes shown, the dimensions will appear in the frame size field.

12. Check the Keep aspect ratio checkbox to preserve the source aspect ratio when scaling
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13.

14.

15.

Click on the Key frame interval drop-down box to choose how often a key frame (a frame that contains
all the pixels) is used when streaming the video. The longer the key frame interval the smaller the video
file size, and vice versa. The higher the value the faster a user moves through the frames of the video
when using the search function of their media player. For more information on adjusting this feature to
reduce bandwidth and system resources, see Fine-tune channel configuration .

Change the Limit frame rate. The default should be adequate in most applications. While decreasing
the limit may improve system performance, you may need to test different values to balance video
smoothness and processing power.

Increase or decrease image quality by increasing or decreasing the target Bitrate value when H.264 and
MPEG4 codecs are used. Video with a high level of motion and high resolution, such as a sporting event,
requires a high bitrate.

17.
18.

Set the Quality parameter when the Motion JPEG codec is used to increase or decrease image quality.
This feature has the same behavior as the Bitrate value used for H.264 and MPEG4 codecs.

To configure the Show time label, see Creating a time stamp in the Customize your channel

Click Apply.

Create a Video channel

Follow the steps below to create an S-Video channel. Procedures to select a codec for compressions and
decompression, add a time stamp to the stream, and select a layout when two channels are configured are
described in separate procedures.

To add a video channel:

1

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.
Ensure an S-Video input source is connected to the device.

From the web interface, click Stream Setup; the stream setup window opens.
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5. Ifyou're not sure which codec to pick, keep the default, H.264. For help selecting a codec, refer to Fine-

tune channel configuration

6. Keep the default video encoding preset and profile, or for help selecting these values, refer to Fine-tune

channel configuration

7. Scrollto the Video Channel section.

8. Select the Enable video channel check box, if not already selected.

Video channel

Video signal type:

Frame size:

Show time label:

Key frame interval:

Limit frame rate:

Bitrate:

Enable video channel
Composite -
Use current signal resolution as frame size

x «— current video signal resolution

Ll Keep aspect ratio

Show substitutions

1 sec -

23

auto | kbits

9. Perform one of the follow:

a. IfaDVIand video source is configured, you can combine both sources into one channel. See

Configure picture in picture or picture with picture layout.

b. Ifasingle source is configured for the channel go to the next step.

8. Specify the type of video signal coming from the S-Video source. The options are S-Video or Composite.

9. Perform one of the following:

a. Check the Use current signal resolution as the frame size check box. Typically you want to

broadcast at the same frame size as your monitor. Skip the next step.
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b. Change the frame size, follow the steps below.

10. Set the Frame size to reflect the same dimensions as your sharing destination. Default values cover
common sharing destinations such as websites or choose one of the following.

a. Type a frame size in the field; or
b. Select an option from the sizes shown, the dimensions will appear in the frame size field.

11. Check the Keep aspect ratio check box to preserve the aspect ratio when scaling a frame size.

1

N

Click on the Key frame interval drop-down box to choose how often a key frame (a frame that contains
all the pixels) is used when streaming the video. The longer the key frame interval the smaller the video
file size, and vice versa. The higher the value the faster a user moves through the frames of the video
when using the search function of their media player.

ﬁ

13. Change the frame rate limit. The default should be adequate in most applications. While decreasing the
limit may improve system performance, you may need to test different values to balance smoothness
and processing power.

(%]

14. Increase or decrease image quality by increasing or decreasing the Bitrate value when H.264 and MPEG4
codecs are used. The default bitrate is set to 4000 kbit/s.

ﬁ

15. To configure the Show time label, see Add a time stamp to your channel

e

hd

16. Click Apply.
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Configure picture in picture or picture with picture layout

When your VGADVI Recorder has two attached video sources, you can create a layout for the
recording/broadcast and specify how each video is positioned on the screen. You can choose one of the
following layouts:

o Asingle stream that combines both video and DVI channels into a traditional picture in picture layout.
Both video source signals and an audio source signal are combined and recorded to one file containing
one video and one audio track.

« Asingle stream that combines both video and DVI channels a picture beside picture layout. Both video
source signals and an audio source signal are combined and recorded to one file containing one video
signal and one audio track.

« Independent streams for each of video and DVI. Each stream has a different URL. Video source signals
and the audio source signal are recorded as separate tracks in a multi-track file.

To create a picture in picture or picture with picture layout:

1. Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin.

Ensure two video input sources are connected to the device.

From the web interface, click Stream setup; the Stream setup page opens.
Scroll to the DVI channel section.

Check the Enable DVI channel check box.

Scroll to the Video channel section.

2.
3.
4,
5.
6.
7.
8.

Check the Enable video channel check box.

9. Select a Picture in Picture layout to specify how each input source (DVI or VGA and S-video) is streamed.
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10.

11
12.
13.
14.

Streams are
dis Iayed seperatel
BA Enable vides channel P P ¥
Channels layout:
Indepandent streams Video |rrnd!D".’I.||'\l‘f3|'\ Wideo outside DVLVGA

Stream are
superlmposed

Click the Video signal type drop-down menu to specify if the video signal from the input source is
composite or S-video.

To choose a background color or to add a brand to your streaming video, see Customize your channel.
To set the frame size of the streaming video, see Upscale or downscale your video image
To add a timestamp to your streaming video, see Add a time stamp to your channel.

Click Apply.

To create independent streams (picture beside picture), follow the steps below.

© N o AW N

Connect to the admin interface using your preferred connection mechanism. See Connect to the Admin
Interface.

Login as admin or operator.

From the web interface, scroll to the Channels menu option.

Click on the link for the channel you want to configure; the menu expands.

Click Stream Setup; a Stream setup window opens.

Scroll to the Video channel section.

Check the Enable video channel checkbox if the recording is a video signal from an analog source.

Select Independent streams layout to specify how the two input sources (DVI/VGA and S-video) are
streamed and recorded.
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